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1. Introduction  
This Information Security Policy has been established by the management of Tech Stn AB and forms the 

foundation of the company’s Information Security Management System.  

1.1 Scope  
This Information Security Policy applies to all employees of Tech Stn AB, as well as consultants, temporary staff, 

interns, and service providers who, within the scope of their assignments, process or have access to Tech Stn 

AB’s information or information  systems. The policy shall be communicated to relevant individuals upon approval  

of employment or assignment, and whenever the policy is newly established or materially updated. The policy 

shall be known and accessible in its current version via Tech Stn AB’s designated publication platform.  

1.2 Purpose  
The information security program aims to support Tech Stn AB’s business objectives by ensuring the protection 

of the company’s  information assets, maintaining trust with customers and business partners, and ensuring 

compliance with applicable laws, contractual obligations, and regulatory requirements. The purpose of this work 

is to implement and maintain an Information Security M anagement System (ISMS) in which a risk - based approach 

is central. Risk - based information security is intended to protect physical, logical, and digital information assets 

in order to  maintain an appropriate level of confidentiality, integrity, availability, and traceability.  

The following information security principles apply : 

• Confidentiality : Ensuring that information is protected against unauthorized access or disclosure.  

• Integrity and Authenticity : Ensuring that information is complete, accurate, and originates from a reliable 

source. Information shall not be altered by unauthorized parties, accidentally, or as a result of system 

disruptions.  

• Availability : Ensuring that authorized users have access to the appropriate information when required.  

• Traceability : Ensuring that specific activities or events can be traced to their source, where appropriate, 

in order to identify and understand what has occurred in the event of an information security incident.  

These principles form the foundation of Tech Stn AB’s systematic and risk - based approach to information 

security.  

1.3 Objectives  
The information security program aims to achieve the following objectives:  

• To contribute to ensuring that all employees feel confident that their daily work supports both internal 

and external IT and information security efforts.  

• To ensure that all employees at Tech Stn AB have a clear understanding of the guidelines, processes, and 

procedures related to information security.  

• To ensure that systematic information security efforts are based on information classification, threat and 

risk assessments, and the monitoring and follow - up of non - conformities and incident reporting.  

• To establish a clear and well - communicated reporting function for managing non - conformities  that 

impact IT and information security.  

• To ensure adequate protection of information in accordance with its assigned classification level.  
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• To ensure defined and regular reporting intervals to management regarding the status of information 

security.  

• To establish well - defined control and monitoring mechanisms to ensure continual improvement of the 

information security management system.  

1.4 Information Security Management System (ISMS)  
To achieve the defined information security objectives, an Information Security Management System (ISMS) shall 

be implemented. The management system is based on a systematic, risk - based approach to information 

security and is founded on the requirements of  ISO/IEC 27001:2022. The ISMS shall be subject to continual 

improvement in accordance with the established Plan - Do - Check - Act (PDCA) model.  

2.  Roles and Responsibilities  

2.1 Top Management responsibilities  
Top management is accountable for the systematic, risk - based information security program. While operational 

tasks may be delegated to appropriate resources, top management remains responsible for ensuring that:  

• Information security and cybersecurity activities comply with applicable legal, regulatory, and 

contractual requirements.  

• An Information Security Policy and information security objectives are established, approved, and 

aligned with Tech Stn AB’s strategic direction.  

• Sufficient resources are made available to enable the implementation and maintenance of IT and 

information security policies.  

• Managers and employees are provided with the necessary conditions and support to perform 

information security activities within their respective areas of responsibility.  

• All employees are aware of their roles and responsibilities related to Tech Stn AB’s risk - based information 

security efforts through appropriate training and communication.  

• Employees are given access to adequate and relevant training to maintain sufficient competence and to 

enable compliance with established governing documents.  

• Tech Stn AB’s information security performance is regularly monitored and reviewed to ensure that 

governance, resources, and protective measures remain appropriate and effective.  

• Continual improvement is promoted, and employees are encouraged and supported in contributing to 

the information security program . 

2.2 Information Security Officer  
The role of the Information Security Officer is to support Tech Stn AB in its systematic information security efforts. 

The responsibilities include:  

• Coordinating information security activities across the organization and supporting line managers in the 

implementation of security measures.  

• Managing and continually improving the Information Security Management System (ISMS) in accordance 

with ISO/IEC 27001, including the development and maintenance of policies, guidelines, and processes, 

as well as risk management activities.  

• Conducting and documenting risk assessments and proposing appropriate security controls in 

accordance with ISO/IEC 27001 Annex A.  
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• Identifying, reporting, and following up on information security incidents, including providing support 

during incident handling and facilitating post - incident learning.  

• Collaborating with the IT function, the Data Protection Officer, and other key stakeholders to ensure a 

consistent and coherent implementation of security measures.  

• Supporting internal audits and preparing for, supporting, and following up on external audits and 

assessments related to ISO/IEC 27001.  

• Conducting training and awareness activities to increase information security awareness throughout 

Tech Stn AB.  

• Remaining informed about new and updated laws, regulations, and standards (e.g. cybersecurity 

legislation, GDPR) that may impact Tech Stn AB’s information security program.  

2.3 Managers  
Managers are responsible for ensuring that employees are informed of the applicable guidelines, processes, and 

procedures within their respective business areas. This includes:  

• Actively participating in the development and implementation of technical and organizational  processes, 

guidelines, and procedures relevant to their area of responsibility.  

• Supporting employees in the reporting of identified IT and information security risks, detected 

non - conformities, vulnerabilities, and incidents . 

2.4 Employees  
In addition to role - specific requirements (Sections 3 –11), all employees shall support the information security 

program as a whole by:  

• Complying with the organization’s  policies and governing documents.  

• Handling information in accordance with established guidelines, processes, and procedures in order to 

minimize  the risk of IT and information security incidents.  

• Reporting non - conformities and information security incidents through established reporting channels.  

• Communicating identified weaknesses and improvement proposals to the Information Security Officer.  

3.  Training and Awareness  
Tech Stn AB shall provide training and awareness activities related to IT and information security through the 

organization’s assigned  training platform. The purpose of these activities is to ensure a high and consistent level 

of security awareness among all employees, as well as to continuously communicate updates to policies, 

guidelines, and other governing documents. All employees are  required to actively participate in and complete 

mandatory training courses and exercises intended to strengthen awareness of IT and information security. 

Employees of Tech Stn AB shall also be familiar with, and comply with, the governing documents that are relevant 

to their respective roles and assignments . 

4.  Digital Information Management  
Tech Stn AB processes information in various formats  daily . All information that is created, processed, or stored 

within Tech Stn AB’s environments shall be handled in accordance with the organization’s information 

classification methodology and established information handling guidelines. Each information asset shall have 

an appointed information owner who is responsible for ensuring that the information is classified and that 

appropriate protection requirements are defined. Information classification shall be applied consistently to 

ensure proportionate and adeq uate protection of Tech Stn AB’s information assets. Tech Stn AB shall further 



  

 
 

Do cument - ID  DOCID - 1564118739 - 306  

Do cument typ e Policy  
Version  1.0  
Status  Publicerad  

Information Security Policy  
 

©Tech Stn AB  

ISMS - do cument  
Page  4  (6) 

 

ensure that information systems and network environments are protected through appropriate technical and 

organizational security measures to  prevent, detect, and manage cybersecurity incidents. Employees of Tech 

Stn AB shall handle digital information in accordance with the approved information classification and 

associated protection requirements. In cases of uncertainty regarding the classif ication or handling of 

information, employees shall seek guidance from the information owner  or the Information Security Officer . 

5.  Physical Information Management  
Information in physical form includes written, printed, and verbal information that is handled or communicated 

through physical or digital channels. When information is handled physically, it shall be protected in accordance 

with its assigned information cl assification to  prevent unauthorized disclosure. Employees of Tech Stn AB shall 

handle and store physical information in line with the approved information classification and associated 

protection requirements and shall ensure that confidential  information is not exposed to unauthorized 

individuals. Employees shall also ensure that unauthorized people are not left unattended within Tech Stn AB’s 

premises . 

6.  Risk Management  
Tech Stn AB applies a risk - based approach to identify, analyze, and manage information security risks. The 

organization shall maintain a documented risk management process based on recognized methodology  

available to relevant employees.  Risk management activities shall be documented to ensure that information 

about security risks is identified, assessed, and treated within relevant business processes. Decisions regarding 

risk treatment shall be made by the responsible function in accordan ce with Tech Stn AB’s established risk 

acceptance criteria. Employees of Tech Stn AB shall have a basic understanding of the organization’s risk 

management process and, where required within the scope of their role, participate in risk assessments and 

othe r risk - related activities.  

7. Confidentiality  
Employees of Tech Stn AB may, within the scope of their assignments, have access to internal and external 

(customer - related) information that is classified as  confidential  or strictly confidential . Such information shall be 

handled with a high level of confidentiality and integrity to prevent unauthorized access, disclosure, alteration, or 

tampering. The handling of confidential  and strictly confidential information shall be carried out in accordance 

with Tech Stn AB’s established governing documents and guidelines. Employees shall ensure that internal and 

external confidential  and strictly confidential information is adequately protected against unauthorized access, 

disclosure, and unauthorized modification. Employees of Tech Stn AB shall only access information that is 

necessary to perform their duties, in accordance with the principle of least privileg e. Any suspected or confirmed 

breaches, non - conformities, or incidents related to confidentiality or information handling shall be reported 

without undue delay through the established reporting channels.  

 

7.1 AI 
When using AI - based services, special consideration shall be given to the protection of Tech Stn AB’s and its 

customers information. Such services shall be used in a manner that ensures that confidential or strictly 

confidential information is not disclosed, disseminated, or processed in environments outside of Tech Stn AB’s 

control. AI - based services may only be used where there is a clearly defined business need and where the use is 
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carried out in accordance with Tech Stn AB’s established guidelines for information handling and confidentiality. 

Tech Stn AB shall ensure that the use of AI - based services is controlled and responsible, and compliant with the 

organization’s requirements f or information security, confidentiality, and applicable laws and regulations.  The 

introduction of new AI - based services shall be preceded by an assessment of information security and privacy 

risks. Employees of Tech Stn AB shall ensure that sensitive, confidential, or company - specific and 

customer - specific information is not shared with external AI services. Where necessary, information shall be 

masked or anonymized prior to the use of AI - based tools, and such use shall be carried out in accordance with 

Tech Stn AB’s established guidelines for AI services. In cases of uncertainty, the use of AI - based services shall be 

avoided, and guidance shall be sought from the responsible function . 

 

7.2 Access to Information  
Access to Tech Stn AB’s information and information systems shall be restricted to individuals who require such 

access to perform their job duties. Access rights shall be granted, modified, and revoked in a controlled manner 

in accordance with Tech Stn AB’ s established procedures. Employees of Tech Stn AB shall only use the access 

privileges necessary to perform their assigned tasks and shall not share user accounts or authentication 

credentials with others. Any suspected or confirmed unauthorized access sh all be reported immediately in 

accordance with the organization’s established reporting procedures . 

8.  Reporting  
The reporting of incidents, non - conformities, and risks constitutes a fundamental component of Tech Stn AB’s 

information security program. The purpose is to ensure that identified deficiencies and events are investigated, 

managed, and followed up in a stru ctured and effective manner. Employees of Tech Stn AB shall, without undue 

delay, report identified risks, incidents, and non - conformities in accordance with established and 

communicated reporting procedures. Employees shall also contribute relevant and accurate information in 

connection with both internal and external reporting activities . 

8.1 Non - conformity Reporting  
Non - conformity reporting constitutes an integral part of Tech Stn AB’s preventive risk management and aims to 

identify and address risks before they result in information security incidents. Non - conformities may relate to 

deficiencies in processes, unclear ways of working, or other circumstances that may adversely affect the 

protection of Tech Stn AB’s information assets. Employees of Tech Stn AB shall report non - conformities that may 

pose a risk to the organization’s information assets, highlight and report difficulties in complying with established 

processes and procedures, and contribute to the identification of improvement needs in working practices and 

controls . 

8.2 Incident Reporting  
Incident management aims to ensure the timely and effective handling of information security incidents and to 

minimize potential harm to Tech Stn AB and its stakeholders. An information security incident refers to any event 

that impacts or may impact inform ation security, such as accidental disclosure of information, data leakage, data 

breaches, unauthorized access, or loss of data. Employees shall immediately report suspected or confirmed IT 

and information security incidents and use the organization’s esta blished reporting channels when reporting 

incidents. Employees of Tech Stn AB shall also cooperate in the investigation and handling of incidents and 
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contribute relevant and accurate information in connection with internal and external communications related to 

incident reporting . 

9.  Supplier Management  
Tech Stn AB engages external suppliers for the operation, development, and delivery of systems and services 

that process the organization’s information assets. Supplier relationships shall be managed using a risk - based 

approach to ensure that Tech Stn AB’s information is protected in accordance with established security 

requirements and the applicable information classification.  

Information security requirements shall be considered during the procurement, onboarding, and ongoing 

monitoring of suppliers that process information or operate information systems. When establishing new 

supplier relationships, relevant risks shall be ide ntified and, where applicable, security requirements shall be 

regulated through contracts or equivalent agreements. Employees of Tech Stn AB shall ensure that information 

security requirements are considered when introducing new suppliers or services, repo rt risks related to 

suppliers or external services and ensure that Tech Stn AB’s information is not shared with external parties without 

a clear business need and without approved handling arrangements being applied . 

10. Continuity  
Te ch Stn AB shall ensure that business - critical information systems and information assets can be maintained or 

restored in the event of disruptions, incidents, or other unplanned events. The organization shall identify critical 

information systems and infor mation assets and ensure that these are subject to appropriate measures for 

recovery and continued operation.  Continuity planning shall, where relevant, include procedures for handling 

operational disruptions, restoring systems and information, and prioritizing critical business functions. 

Employees of Tech Stn AB shall report events that may affect the organizati on’s continuity or the availability of 

information systems, follow established procedures in the event of disruptions or incidents, and contribute to 

ensuring that information and systems can be restored and managed in a controlled manner during and after 

disruptions . 

11. Compliance and Follow - up  
Tech Stn AB shall ensure compliance with this Information Security Policy and associated governing documents 

through a systematic approach to monitoring, control, and continual improvement. Compliance shall be 

followed through relevant control activities, s uch as risk reviews, incident analysis, and internal audit , with the 

purpose of identifying deficiencies and areas for improvement. Tech Stn AB shall conduct internal audits or 

equivalent follow - up activities on a regular basis. The results of such activities shall be documented and, where 

necessary, lead to corrective and improvement actions. Management shall be regularly informed of the status of 

the information security program, including ident ified risks, incidents, non - conformities, and implemented 

improvement measures. Employees of Tech Stn AB shall comply with this policy and associate governing 

documents, participate in information security - related training and follow - up activities, and report 

non - conformities, risks, and improvement proposals through the organization’s established reporting channels. 

Employees shall also participate in internal controls, follow - ups, or audits when required. Tech Stn AB shall 

promote an  open and accountable organizational culture in which the reporting of deficiencies, errors, and 

improvement proposals is regarded as a natural and integral part of the continual improvement process . 

 


